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Endnotes

1. Digital signatures are a complex form of electronic signatures that require a user certificate (which is de
signed using cryptography) to uniquely identify the bearer of the certificate as the originator of the document.

2. A National Certification Authority (NCA) is a trusted third party digital certificate issuer, that is trusted by
both the Subject (owner of the certificate) and the party relying upon the certificate. NCA can accredit and certify
Local CSP and pass on the trust placed on them to the CSP’s effectively "Accrediting” or increasing the credibility of
the CSP. NCA's themselves are often "Accredited” by global Certification Authorities that pass on the trust placed on
them to the NCA's.

3. CSPs are service providers that maintain a registry of owners of the certificates required for digital signa-
tures and ensure that each certificate is uniquely tied to the owner of the certificate.

4. Central Bank of Sri Lanka, ‘Annual Report’, (2015, available at:
http://www.cbsl.gov.lk/pics_n_docs/10_pub/_docs/efr/annual_report/AR2015/English/content.htm [accessed on:
January 2017].

5. United Nations Network of Experts for Paperless Trade in Asia and the Pacific, ‘Case of Malaysia's National
Single Window’, Towards a Single Window Trading Environment, (2010), available at:
http://www.unescap.org/sites/default/files/brief4.pdf [accessed on: January 2017].

6. Ministry of Finance, ‘Budget Speech 2017, p. 72, available at:
http://treasury.gov.lk/documents/10181/28027/Budget+Speech+2017/a092d16a-68ec-46d5-8e27-
9e3c00243aa8?version=1.1 [accessed on: January 2017].

7. The Electronic Transactions Act (ETA) provides for the creation of a Certification Authority (CA), a regulatory
entity set up to perform oversight functions in relation to Certification Service Providers (CSPs). In this context, the
CA has the power to: identify the criteria that will form the basis for the accreditation of CSPs; issue licences to CSPs
to perform their functions under the Act; and, mandate CSPs to maintain records and registers in the performance of
their functions.

8. The applicability of the Act does not extend to, inter alia, execution of a Will, a Bill of Exchange, a Power of
Attorney, a Trust, and a contract for the sale or conveyance of immovable property or any interest in such property.
9. Ministry of Finance, ‘Budget Speech 2017’ p. 40, available at:

http://treasury.gov.lk/documents/10181/28027/Budget+Speech+2017/a092d 16a-68ec-46d5-8e27-
9e3c00243aa8?version=1.1[accessed on: February 2017].

10. Ibid, p. 74.

11. Sirimanna, Bandula. ‘Sri Lanka leapfrogs to a digital government, says Telecom Minister’, The Sunday Times,
(02 October 2016), available at: http://www.sundaytimes.lk/161002/business-times/sri-lanka-leapfrogs-to-a-digi-
tal-government-says-telecom-minister-210840.html [accessed on: February 2017].

12. United Nations Economic and Social Commission for Asia and the Pacific, ‘An Exploration of the need for
and cost of selected trade facilitation measures in the context of the WTO negotiations’, Studies in Trade and In-
vestment, (2006), p 36, available at http://www.unescap.org/sites/default/files/tipub2426.pdf [accessed on: January
2017].

13. The other costs accounted for were regulatory setup costs, institutional setup costs, human resources train-
ing setup costs, and equipment setup costs.

14. Electronic Transactions Act No. 19 of 2006, Section 8 (2).

15. Controller of Certifying Authorities, India, ‘e-authentication guidelines for e-Sign - Online Electronic Signa-

ture Service' (07 June 2016), at http://www.cca.gov.in/cca/sites/default/files/files/Guidelines/CCA-ESIGNAUTH.pdf
[accessed on: 27 March 2017].




